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Letter from the author
Chapter 0

Social engineering attempts on users hits home 

moreso than any other types of attacks simply 

because they are perceived much like a personal 

attack. Their very nature is designed to explo-

it the basic human trust in people - and that’s 

where it hurts most. It’s also why they are so 

effective.

In this edition, I’ll introduce the notion for those 

that are new to the subject. I’ll then discuss the 

recent growth in this attack vector and why it’s 

important to conduct social engineering tests.  

Finally, I’ll show evidence of two actual social 

engineering tests (spearphishing and physical) 

that I conducted, my tactics and ways to detect 

and mitigate these types of attacks.

Lastly, if you find this e-book helpful, please refer 

your colleagues to sign up for our RedTeam Se-

curity Labs newsletter. Thank you.

Trust Issues

Jeremiah Talamantes
Jeremiah Talamantes is a Managing Consul-
tant at RedTeam Security, a Mineapolis-based 
information security consulting firm. Jeremiah 
holds a Masters degree in Information Security 
& Assurance and an executive MBA from the 
University of Notre Dame, Mendoza School of 
Business. Throughout his nearly 20 year career in 
Information Security, Jeremiah has held nume-
rous leadership roles inlcluding CISO, CTO and 
expert security consultant to several Fortune 100 
companies. He is a certified CCISO, CISSP, CEH, 
CHFI and CCENT. In his free time, Jeremiah 
enjoys playing music and spending time with his 
wife and two children. Jeremiah Talamantes

CISSP, CEH, CCISO, CHFI, CCENT



4

SOCIALENGINEERING
redteamsecure.com

What is Social Engineering?
Social engineering is defined as the deceptive act of manipulating people into performing 
actions or divulging valued information that they might not otherwise do willingly. Social engi-
neering is also commonly referred to as, ”People Hacking.”

Chapter 1

Exploitation of Trust

Social Engineering = People Hacking

It can easily be said that social engineering is the exploitation of human behavior and 

trust. Afterall, convincing or enticing people to do things like divulging their passwords 

and other sensitive information is not so straightforward as one might think. For social 

engineers, getting people to give up this kind of information involves not only planning 

and deceptiveness, but a deep understanding of the factors of human psychological beha-

viors. It’s no wonder that most victims feel attacked on a very personal level. 

Defense doesn’t call for sweeping changes, but it does call for a change in behavior

Social engineers prey on the human intrinisc traits of people wanting to be helpful and 

wanting to be liked. They understand these traits at a deeper level and craft their attacks 

accordingly. It’s a plan of attack that involes playing on human emotion, deceptive tricks 

and lies and the service industry is often smack dab in the crosshairs. Afterall, what bet-

ter industry to exploit than those that are supposed to be helpful and courteous. This is 

especially noted in the Hospitality industry. But does it mean that service people should 

be defensive and rude? Absolutely not. What it does call for is a change in behavior and 

the wherewithall to know when you’re under attack and what to do about it. That’s what I 

set out to do in this e-book. 

Before we dig into the specifics of social engineering defense and mitigation, let’s take 

a look at how some different social engineering attacks manifest themselves. There are 

several types of social engineering attacks.  

Let’s take a closer look...
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Different Flavors

Pick Your Poison

Unbeknownst to many, there are seve-

ral types of social engineering attacks. It 

seems only the most elaborate ones are 

glamourized in the movies or manage to 

get press coverage. According to the Ve-

rizon Data Breach Report 2012, 37% of 

all records breached were the result of a 

social engineering attack. Those attacks 

weren’t the result of some elaborate sche-

me to take over a nuclear power plant or launch missles into space. Instead, they involved 

classic social engineering tactics called, ”Pretexting.” Pretexting is a common tactic where 

a social engineer masquerades himself/herself as a person of authority. This usually plays 

itself out as a social engineer pretending to be a network support person who urgently 

needs access to the company’s server room in 

order to ”fix” something. Or he/she is pre-

tending to be a friend or colleague with an 

important email attachment for you to see. 

Using these delivery mechanisms, a social en-

gineer can be very creative with their pretext.

Email (Phishing/Spearphishing) 

Phishing is a form of social engineering that 

is designed to acquire information about 

someone (username, password, bank infor-

mation, etc) while purporting to be someone of authority, such as Facebook or a bank. 

Phishing emails are designed to look and feel like they’re coming from a trusted authority 

but intend to spread malware or steal data through malicious hyperlinks or HTML forms. 

Phishing attacks cast a wide net attempting to reel in as many victims as possible, while 

Spearphishing attacks are targeted attacks pointed directly at either a company, industry 

or even specific people.

Telephone (Vishing)

Voice phishing, aka ”Vishing,” are social engineering attacks directed over the telephone.

”According to the 2012 
Verizon Data Breach 
Report, approximately 
37% of all records 
breached were the result 
of a social engineering 
attack”
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This form is used by attackers to steal banking information by purporting to be a repre-

sentative from their bank’s fraud department while asking the victim to ”validate” their 

account by giving their credit card information over the phone. In attacks against compa-

nies, attackers often pretend to be Help Desk support or executive end-users.

Media (Baiting)

Scattering USB drives around a company’s front door is a popular form of ”baiting” a vic-

tim. USB drives labeled with interesting titles (Swimsuit pics or Payroll) pique human cu-

riosity. Meanwhile, malicious programs on the USB drives are designed to silently launch 

and attack once plugged into a computer.

Physical

This form of social engineering involves the attacker confronting the victim/target face 

to face. Attackers often pretend to be service repair people (IT support, telephone) leve-

raging props (disguises, fake work orders, uniforms) and fabricating stories about how 

systems are down and emergency access to the data center is needed. With the anonymi-

ty that the Internet provides, you would think this form of social engineering represents 

a small percentage of attacks. The truth is, it’s one of the forms of social engineering that 

is growing by leaps and bounds. According to the 2012 Verizon Data Breach Investigation 

Report, social engineering attacks involving physical/in-person tactics made up 37% of 

all social engineering attacks. This metric is second only to Telephone social engineering 

noting a marked increase from the previous year.

Fax

Fax? Yes, fax. It’s true, people still fax documents. In fact, some organizations make heavy 

use of faxed documents. Some financial organizations exchange requests/authorization 

for things like credit checks and respond back via fax with personally identifiable infor-

mation. These companies are among the many who face social engineering attacks of this 

type. With the half-duplex, analog nature of fascimile, it becomes rather trivial to spoof 

fax headers and ”become” an organization of authority. All in all, the fax machine breathes 

on and is expected to be an attack surface going forward.

Social engineering may take on many faces. Attackers use human interaction to obtain 

access or steal information. In most cases, attackers may appear unassuming or a respec-

table authority using fabricated credentials, personalities and scenarios.
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Why Should I Care?
”Cyber crimes continue to be costly. We found that the average annualized cost of cyber crime for 
56 organizations in our study is $8.9 million per year, with a range of $1.4 million to $46 million. 
In 2011, the average annualized cost was $8.4 million. This represents an increase in cost of 6% 
or $500,000 from the results of our cyber cost study published last year”  --  Ponemon Institute

Chapter 2

It’s a Matter of Fact

Critically important 
factors to consider

5Social engineering is not the new black.

Okay, so maybe it’s just a teeny bit sexy. 

I mean, what other security attacks invo-

lve physical disguises? All of the sexiness 

aside, the heart of the matter protecting 

your organizational assets from real-world 

threats. So the question becomes, is this 

attack surface a reality for my company? 

According to research, the answer to that 

question is ”yes.” However, the question 

should be rephrased to, what type of social 

engineering attack is a reality for my com-

pany?

Approximately 37% of data breaches in 

2012 were attributed to social engineering. 

In addition to statistics, tools and publica-

tions are cropping up steadily. Companies, 

like RedTeam Security, now offer social 

engineering testing. What’s more, regula-

tory compliance frameworks see the need 

for testing and have even mandated it.

1. $1.4 up to $46 million cost per breach. Sour-

ce: The Ponemon Institue.

2. Reputational damage as a result of such 

attacks is often immeasurable

3. Social engineering tools are free, open source 

and widely available for download

4. Some regulatory compliance frameworks are 

mandating social engineering testing for organi-

zations

5. Data breaches resulting from social engine-

ering attacks are steadily rising. Source: Verizon 

Data Breach Investigation Report.

https://www.trustedsec.com/downloads/social-engineer-toolkit/
http://www.barnesandnoble.com/listing/2684386740927?r=1&cm_mmc=GooglePLA-_-Book_25To44-_-Q000000633-_-2684386740927
http://www.barnesandnoble.com/listing/2684386740927?r=1&cm_mmc=GooglePLA-_-Book_25To44-_-Q000000633-_-2684386740927
http://www.redteamsecure.com/services/social_engineering/Social-Engineering
http://www.redteamsecure.com/services/social_engineering/Social-Engineering
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Case Studies: An Inside Look
”Social engineering is using manipulation, influence and deception to get a person, a trusted 
insider within an organization, to comply with a request, and the request is usually to release 
information or to perform some sort of action that benefits that attacker.” -- Kevin Mitnick

Chapter 3

Social engineering is best examined through real-world examples and real-world re-

sults. In this next section, we will take an in-depth look into the planning and results 

from two actual social engineering tests performed by RedTeam Security.

This section illustrates two of the most common social engineering testing scenarios con-

ducted by RedTeam Security. As always, all data and identifiers have been sanitized.

1 2

Email Spearphishing Test     Overt Onsite Physical Test

• Performed on a mid-sized national bank

•  Objective: test some of the technical controls 

in place

• Objective: test staff adherence and practice of 

policy

• Provide mitigating controls and recommenda-

tions

• Performed on a national bank chain

• Test administrative controls as well as tech-

nical controls

• Only the CISO was aware of the test

• Physical security was a concern due to one 

location being in a high-traffic shared building

Case Study Briefing
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Hunting for Users

The bank we tested had an email user policy but had several reasons to believe that 

policy adoption was less than desirable. How, you might ask? There were several reasons 

with the primary reasons being a lackluster security policy communication plan, recent 

employee turnover and reported data leakage and email misuse on a few different occas-

sions. So the hunt was on to measure the policy’s effectiveness through a Spearphishing 

test. 

The Scenario

It was an oldie, but a goodie. We masqueraded ourselves as the company Help Desk, 

spoofed an email directed toward users asking them to visit a website and open a file at-

tachment in order to install a ”critical” security update. The website and attachment were 

non-destructive, of course, and when the file was launched it merely phoned home with 

Case Study #1:  Spearphishing

Objective

Assess

At a core minimum, the 
spearphising test set out to 

accomplish the following 
objective goals

At a core minimum, the 
spearphising test set out to 

measure and report back 
the following items

• Send fabricated and spoofed email message to all 

bank users

• Entice users to visit an infected webpage, with non-

-destructive payload

• Entice users to open an infected attachment with 

a non-destructive payload. The attachment was desi-

gned to ”phone home” 

• Retrieve any office file from user’s computer

• Test the bank staff’s adherence to the email policy

• Measure the effectiveness of the organization’s 

security awareness training 

• Identify security weakness in staff

• Test the technical controls for effectiveness (end-

point Antivirus, mail server Antivirus and gateway 

Antivirus)
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Case Study #1: The 
plan and the backstory

As part of the spearphishing test, 
RedTeam enticed users to visit a we-
bsite of a phony IT Security updates 
company, called Envatoq. 

The phony company, their service 
and their relationship with the target 
company was a complete fabrica-
tion. It was designed to establish a 
fake sense of trust between users 
and the fake company.

RedTeam’s investment to carry this 
out involved a $5 template, an $8 
domain name and a little bit of word-
smithing the website copy.

The Trees for the Forest

It’s quite common for social engineers to portray positions of authority. What better 

way to to do this than by masquerading as a security update service company?

For little to no cost or work effort, we crafted a ficticious company whose premise was to 

deliver ”critical security updates” for companies. We purchased a $5 website template 

and registered a generic domain name (RedTeam as the registrant). The test was carried 

out by spoofing an email from the target’s IT department urgently asking users to visit the 

site, download the hosted file and install the update. The file itself was, of course, a non-

-destructible payload. But it was intended to phone home to our servers and report basic 

user-identifiable information (computer name, screenshot) -- for tracking purposes. 

The ficticious company’s landing page (shown above) had links to a main page. For curio-

us users, the main page had basic web copy briefly describing the ficticious service. We 

intentionally added ”warning signs,” such as adding a few typos and empty hyperlinks to 

other non-existent pages and social media sites. The overall goal was to provide a real-

-world spearphishing test with tricks/tactics/costs commensurate with what we estima-

ted the target company’s threat level.
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Degrees of Failure

Still one of the most successful ways to hack a company 

As a result of our test, we caught a multitude of users igno-

ring policy. These results are in no way different from what 

we typically see. In fact, social engineering is so effective 

that we measure progress in degrees of failure. That is to 

say, all clients fail but progress can be measured through 

repeated testing and failure rate monitoring.

The cold hard test re-
sults:

• Second time undergoing a social 

engineering test 

• 81% failure rate

• Only a 7% improvement over 

the previous test

• Some of the same users have 

been implicated again

”Firewalls, intrusion detection and other security 
technologies are essentially wasted if an attacker can get 

just one trusted person to comply with their request...”

Kevin Mitnick
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The barn door is open

The bank we tested had a policy requiring all service people accessing their server room 

to first have an appointment and also be escorted. The policy in question had been loosely 

practiced over the years and there had been reports of theft of storage equipment repor-

ted in the past. So we set out by employing some basic social engineering tactics and see if 

staff would let us in to their server room without having a pre-arranged appointment. 

The sky is falling!

We identified ourselves as personnel from the target’s IT service provider who had been 

called in on an emergency support call to fix one of their crashed file servers. Our appro-

ach was basic: dress the part, use props, drop a few names and by all means, create an 

incredibly urgent situation that required immediate attention! 

Case Study #2:  Overt Onsite Test

Objective

Assess

At a core minimum, the 
onsite test set out to 

accomplish the following 
objective goals

At a core minimum, the 
onsite test set out to 

measure and report back 
the following items

• Physically engage bank staff onsite

• Fabricate an urgent scenario about a crashed file 

server

• Persuade staff to grant physical access into the 

server room without an appointment

•  Leave a business card in the server room

• If able, exit with a piece of storage equipment

• Test the bank staff’s adherence to the physical 

access policy

• Measure the effectiveness of the organization’s 

security awareness training 

• Identify security weakness in staff

• Test certain physical security controls
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Case Study #2: The 
plan and the backstory

As part of the onsite physical test, we 
were tasked with testing staff’s phy-
sical security practices of their server 
room. Specifically, we set out to see 
how the target company handled 
visitors to their server room and if 
they adhered to policy.

Ultimately, we devised a rather 
traditional scenario in which we 
purported to be the target’s IT Sup-
port company. Our plan was to visit 
the location about a downed server, 
create a sense of urgency and ask 
for access to the server room. The 
challenge was on...

It’s In the Details

The saying, the devil is in the details could never be more true. Social engineers under-

stand that minute details, even the way a person is standing, tells a lot about a person’s 

attitude and intentions. 

Visual cues, props, body language and vocal intonation are critical during an overt social 

engineering attack or test. From the moment we walk into a target location, we must be 

dressed the part and have appropriate props (laptop, radio, badge) in clear view before we 

engage a target. Our prop list for this test included:  fake work order, company work shirt, 

fake badge, radio, laptop bag and the almighty clipboard.

Once we engaged a target, we told our story. We were onsite because John Doe from the 

target’s own IT department called us in to restore a server that crashed. John told us to 

come in as soon as humanly possible to triage the incident as this was a highly urgent situ-

ation. Confused looks followed, which was entirely expected. The target at the reception 

desk looked at her computer, then back at us, then left saying she would return shortly. 

She came back with a man in a suit who shook our hands and asked us about John and our 

reason for being there. We could tell by his hesitation that he wasn’t sure what to do next. 

So, we helped him! Per the Rules of Engagement (RoE) for this test, we were allowed 
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to use at least one ”play” from our black book. I reacted quickly by pulling up my clipboard 

and flipped to the fake work order. I read the made up  work order detail under my breath 

but within earshot of the targets. I then said out loud that I would call the main office to 

verify the work order was valid. This is where the ”play” starts... 

Pre-recorded Conversation Tactic

When faced with an unfamiliar situation, targets who are supposed to hold positions of 

authority, don’t know what to do/say in such situations. A simple tactic to nudge them in 

your favor is to say you’re going to ”validate” or see if the request has been ”authorized.” 

The sound of it gives the flustered target a warm fuzzy because it presents the illusion of 

some sort of authorization taking place, meanwhile they’re really handing over complete 

control of the situation to the attacker/tester. There are many ways to do this transfer of 

authority. But my favorite tactic is to use a pre-scripted, pre-recorded phony phone call 

MP3 file.  

By this time, I’ve pulled out my smart phone, turned up the volume, navigated to my 

phone’s music player and pressed play on the scripted audio file as if to place a call on 

speakerphone. It’s not a phone call on speakerphone, but rather an MP3 recording of a 

fabricated conversation between me and the target’s IT support company. Keep in mind, 

I’m carrying out this bit of theater entirely for the targets who have all eyes on me. The 

recording starts with a phone ringing and is answered by a ”receptionist,” in this case, my 

beautiful wife. Remember, we are pretending to be the target’s IT support company. So in 

the recording, my wife needed to answer the phone identical to the IT company.  After the 

telephone greeting, there’s just enough pause for me to say hello and ask her to validate a 

work order for me. She agrees, I give her the fake work order number and says she’s going 

to look it up in the system. There’s another pause and she comes back to say it looks valid 

and there’s enough pause for me to say thanks. She replies with, ”you’re welcome” and we 

both hang up. By now, I’ve got the timing and script memorized. But I always carry a print 

out of the script in my clipboard, just in case I need to flip to it.

After the audio ends, we need to seal the deal on this ”play.” So I straighten up my posture, 

square my body up with the man in the suit and confidently say that we need access to the 

server room.



15

SOCIALENGINEERING
redteamsecure.com

Access Granted!

Still one of the most successful ways to hack a company 

As a result of our social engineering test, we were able to 

gain access to the company’s server room. Since the mana-

ger who granted us access was on the fence, we attributed 

our success to our capability to transparently transfer 

authority our way.

The cold hard test re-
sults:

• Gave us physical, non-escorted 

access for over 10 minutes

• Target did not authenticate our 

identity

• Exited the server room with an 

external hard drive

”90% of the targets not only provide the spelling of their 
names but their email addresses without confirming our 

identity”

Social-Engineer.org
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Detection & Prevention
The most effective social engineering deterrent does not involve throwing more technology at 
the problem. The real issue starts with user education and the organization’s capabiity to adapt 
their (routinely delivered) security awareness training to fill in the gaps.

Chapter 4

Know When You’re Under Attack

One of the most effective defenses is to know when 

you’re under attack.

Although the previous statement sounds like a no-brainer, 

it’s because it’s true. And by recognizing a few key indi-

cators, you can react quickly. A widely used tactic is for 

the attacker to leverage a position of authority. Tacked on 

to that scenario usually comes building a (false) sense of 

urgency. For example, an attacker could pretend to be an 

executive in the middle of a sales presentation who despe-

rately needs his/her password changed. Excessive name 

dropping, unfounded sense or urgency and emails with 

grammatical errors and from known individuals with non-

-characteristic requests and verbiage are good indicators.

Nervous body language is also a good indicator. Remem-

ber, not all attackers are experts and what they do.

Indicators of 
Attack

• An unfounded sense 

of urgency - you’re being 

rushed

•  Excessive name dropping

• Emails with excessive 

grammatical errors

• Unknown email senders 

and file attachments

• Nervous body language

Security 
Awareness 

Training

Test Staff’s 
Adherence to 

Policy

Revise Training 
per Test Results 

and Repeat

1 2 3
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Security awareness training is by far the 

most effective weapon against social en-

gineering attacks. A security trained staff 

combined with knowing when an attack is 

underway can prove to be a highly effective 

defense. 

Too Much Tech

Often times the 

reaction to such 

problems involves 

the introduction 

of technology. This 

is often the case 

when the technically savvy are tasked with 

solving the problem. But social engineering 

is not a risk that can be defeated by tech-

nology alone. The threat itself is a people 

problem and as a result, it must be addres-

sed through security awareness training. 

Security Awareness Training 

It takes a well thought out training program 

that aims to educate users. But more im-

portantly, it involves a routinely delivered 

program that includes improvements from 

previous test results; which brings us to the 

next topic. 

Professional 

Social Engineering 

Testing

No solution for 

detecting and 

preventing so-

cial engineering 

attacks would 

be complete without mock testing. Pro-

fessional security engineering testing is a 

vital component. Without routine testing, 

measuring effectiveness and progress wo-

uld not be possible. To be fully effective, it 

takes training, testing, training adaptation 

to address testing results and subsequent 

re-testing. 

”Social engineering is not a 
risk that can be defeated by 

technology alone. It takes 
training, testing, training 

adaptation and re-testing”

1. Develop and communicate internal policies

2. Implement an ongoing and frequent security awa-

reness training program

3. Use a security consulting firm to conduct regular 

social engineering testing

4. Measure training effectiveness and identify defi-

ciencies

5. Update the security awareness program to ad-

dress gaps identified during testing
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