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With CrashOverride,
the best security approach
is active prevention.
- RedTeam Security
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What is CrashOverride
CrashOverride is a malware framework known to have caused a power outage for tens of
thousands of citizens in northern Ukraine in December of 2016. The outage lasted about 75
minutes.
Through malware analysis by Slovakian anti-virus firm ESET and industrial control system
cyber security heavyweight Dragos, we’ve recently gained a new understanding of how this
malware attacks electric power grids.

Fast Facts About CrashOverride
CrashOverride targets industrial control systems and is the first-ever malware framework
designed specifically to attack power grids
The malware is named after its numerous references to crash.dll
The framework specifically targets ICS protocol stacks such as IEC 101, IEC 104, IEC 61850,
and OPC and could be adapted to attack power grids in the United States
CrashOverride learns about the ICS environment, targets machines, and disrupts grid
operation
The malware has a wiper function to delete configuration files and make the system
unusable once it is done
Its modular framework means the malware can change functionality and learn any new
commands sent to it
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What Kind of Damage Can It Do?
Ultimately, we do not know the full scope of its capabilities yet. ESET and Dragos have
noted that the full malware framework has not been demonstrated to date.
While the malware does not indicate any functionality for stealing proprietary information,
its unused functions suggest that CrashOverride might be able to switch the breaker on
and off for a substation — blocking one area off from the power grid — as well as taking
the entire grid offline.

Potential Damages
Those hit by CrashOverride can suffer:
Temporary or permanent loss of sensitive or proprietary information related to the ICS
Lost revenue from having to recover all those systems
Travel and man-hours to go onsite to remote locations to manually operate any vital systems
Defections of angry customers and a public relations nightmare
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Protect Your Grid
CrashOverride cannot be prevented with a patch or update. You will need to act to protect
the reliability and safety of your power grid against this threat.
Security will rely on detecting irregularities in the different protocols used to
communicate with the ICS stacks
Scan the network for all devices and see if there is more traffic than normal. Higher levels
of activity could flag that something is off
Look out for networks that shouldn’t be there, which have been created using the OPC
protocols
In June of 2017 The National Cybersecurity and Communications Integration Center
(NCCIC) released a detection script that can help alert you to possible risks

RedTeam Recommends
Back up configuration files for your vital systems to a computer that is offline and not
connected to any network
Create an incident response plan to detect, respond to, and limit damage
Identify network and physical side weaknesses to shut down this first avenue before the
attacker even gains access

Need Help?
RedTeam Security can offer a fresh perspective, detect issues in your network or avenues
for compromise, and help you fix them. For an approach that’s tailor-made for your
organization, schedule a consultation with our team of experts. We’d love the opportunity
to help.
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Find. Fix. Fortify.
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