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CYBERSECURITY
TIPS FOR HOTELIERS
This document includes a list of our top-priority,
actionable steps to help keep your organization
secure.
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Cybersecurity Tips for Hoteliers
The most significant barriers to addressing cybersecurity are; a lack of understanding of the risks and the
impact on organizations. A lack of knowledge of the current threat landscape leads to insufficient resources
to manage the security program and assist with system patching and software/hardware upgrades and keep
up with password complexity and encryption standards. While it can seem inconvenient to implement secure
working practices like multi-factor authentication (MFA) or pursue continual staff training, it might mean the
difference between an attempted breach and a successful one.

Provide Awareness Training for Employees
The vast majority of cyber-attacks are caused by human error, making training staff on how to spot
security threats a vital part of your overall security program. By implementing cybersecurity training, you
establish a culture of security where employees feel empowered to take action to protect and defend
their workplace.

Test Employee Awareness with Simulated Phishing Attacks
Digital criminals have grown very clever. Spoofed websites, fraudulent messages, and fake links have
fooled many smart people. That's partly because the original messages evoke emotions that may make
computer users drop their guard and act impulsively. The best ways to guard against these scams
include:
Filter Suspicious Attachments and URLs
Filtering software contains databases of known scam URLs and attachments. Some of these filters also
rely upon AI to help send warnings that the message may not be what it appears to be. If nobody ever
sees these messages, they can't do any harm.
Create Good Security Policies
Everybody should create strong passwords and change them frequently. Even better, Two-Factor
Authentication will keep password thieves out of websites by forcing confirmation with another device
or app. Even if a criminal steals the password and ID, they can't log in to the real website.
Train People to Spot Scams
Just a brief introduction to common scams can help prevent many problems. It only takes a few seconds
for users to verify messages, senders, and website URLs. Remind people that if a message looks either
too good or bad to be true, it probably isn't.
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Layer Hotel Wi-Fi Security
Public Wi-Fi is a hotspot for cybercriminal activity due to the volume of individuals and devices
connected to a shared network. Add layers of security to limit your risk exposure.
Network Penetration Testing
Test your network security through penetration testing as a way to uncover and address security
vulnerabilities that could lead to a data breach.
Hotel Guest Awareness
Take a proactive approach to ensure guests are aware of the risks of using any public Wi-Fi by letting
them know that hotel Wi-Fi should not be used to access sensitive accounts, websites, or data.
Authentication Measures
While guest convenience remains a priority, implementing authentication measures will make it more
difficult for those with malicious intent to access your network. Require the guest's name and room
number as an extra layer of security before access to the Wi-Fi network is granted.

Establish an Incident Response Plan (IRP)
Having a plan in place is critical to ensuring minimal impact when experiencing a data breach. A strong
incident response plan should classify the various types of physical security incidents and include the
types of notifications that should occur and who the decision-makers are for additional escalation and
action.
Classify Various Types of Security Incidents
The loss of a laptop with or without confidential PII, or protected health information
A phishing compromise
A compromise of paper documents with confidential PII information
A network compromise
Outline Notification and Escalation Process
Include the types of notifications that should occur and who the decision-makers are for additional
escalation and action.
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About RedTeam Security
RedTeam Security has been a premier provider of offensive information security services since 2008.
In today’s marketplace, companies are overwhelmed by security threats from hackers originating from
all over the world. Studies show that the number of attacks against companies is increasing and at the
same time becoming more complex. As a result of these attacks, the number of data breaches has cost
companies tens of millions of dollars and grave reputational damage.
The information security experts RedTeam Security have years of experience helping organizations of
all sizes identify and mitigate security vulnerabilities. Our team of highly trained analysts hold the
following industry certifications; Certified Networking Associate (CCNA), Cisco Certified Networking
Associate Security (CCNA Security), Cisco Certified Networking Associate Cyber Ops (CCNA Cyber
Ops), CompTIA Security+, OSCP (Offensive Security Certified Professional), GWAPT (GIAC Web
Application Penetration Tester), GIAC Security Essentials (GSEC), GIAC Certified Incident Handler
(GCIH), GIAC Python Coder (GPYC), GIAC Web Application Penetration Tester (GWAPT), and GIAC
Certified Web Application Defender (GWEB).
At RedTeam Security we are committed to securing your organization. Whether you are ready to
begin a project today or are looking for guidance on where to start, our team of security experts are
here to help you navigate the complexities around information security. Schedule a free consultation
with our team today, or answer a few questions to help us get started on a customized proposal for
you immediately. We look forward to working with you.

Jon Anderson

Jon Anderson | President, RedTeam Security
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Portfolio of Services
Network Penetration Testing
Web App Penetration Testing
Physical Penetration Testing
API Penetration Testing
Mobile Penetration Testing
Cloud-Based Penetration Testing
Wireless Penetration Testing
Cryptocurrency Penetration Testing
Social Engineering
Physical Social Engineering
Red Teaming
Advanced Adversary Simulations
Cyber Security Awareness Training
Email Phishing Campaigns
Compliance (PCI, NERC, HIPAA, FDIC)

LEARN MORE

Taking the Next Step
Ready to improve your security posture with the help of RedTeam Security?

LOOKING FOR SOME GUIDANCE
Not sure where to start? Discuss your unique security needs and get
your questions answered during a one-on-one consultation with
one of our security professionals.

READY FOR A PROPOSAL
Ready for us to prepare a proposal? Fill out our scoping
questionnaire and give us a bit of background information on your
project and we will send you a customized proposal.
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Find. Fix. Fortify.

(612) 234-7848 | info@redteamsecure.com
www.redteamsecure.com

© Copyright 2021 RedTeam Security Corporation. All rights reserved.

