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This document includes a list of our top-priority,
actionable steps to help keep your online accounts
and your personal data more secure.
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Many of us expect that text messaging, video, or calls from our mobile devices are

automatically encrypted without us having to do anything. But, effective encryption doesn't

just happen. iMessage and Apple's FaceTime offer end-to-end encryption but won't promise

against the logging of metadata, or that spoofed contacts won't intercept messages and

calls.

Encrypt Your Communication

WHY IT'S IMPORTANT

Signal is a free phone app that is easy to use and is audited and continually reviewed by

security researchers. It's an excellent way to ensure snoopers stay out of your digital life.

You'll need to make sure that the person you're communicating with is also using Signal on

their device. Signal will warn you if the unique key for one of your contacts changes to

prevent them from being impersonated on the network.

TAKE ACTION

It is always good to check to see if your email has been involved in any data breaches, but

we don't always remember to check. Setting up alerts means learning as soon as possible

that your credentials may have been compromised.

Check If You’ve Been Compromised

WHY IT'S IMPORTANT

Enter your email on Have I Been Pwned to see if you have an account that has been

compromised in a data breach. If it has, be sure to update your password.

TAKE ACTION

https://signal.org/
https://signal.org/
http://www.haveibeenpwned.com/
https://signal.org/
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It is good practice to keep your system up-to-date to minimize malware infection or security

breach risk. Systems that are not up-to-date are big targets for an attacker. Even if you're up

to date, bad actors still get in, so practice defense and depth to ensure that it doesn't travel

if you have one issue.

Keep Your System Up-To-Date

WHY IT'S IMPORTANT

Access system settings on your device to check for any updates. Better yet, set your device

to install system updates automatically.

TAKE ACTION

SEASON'S HEEDINGS

Most applications have strong safeguards to prevent attackers from embedding macros that

can be activated by unsuspecting users.  Just by using a typical keyboard command or

opening a regular document, malicious macros can lead to deleting your files or installing

malware on your computer. Attackers use macros as tiny security holes that they can climb

through, expand, and take over the rest of your computer.

Don’t Enable Macros On Microsoft Office Documents

WHY IT'S IMPORTANT

The best solution is to disable those macros you don't use, or better yet, disable them

altogether. If you need to run macros in some of your documents, create a list of those

trusted macro-embedded documents so you can identify whether a file you receive is

dangerous.  Since most macro-based attacks are distributed via phishing emails, be sure to

treat email attachments that use .docm, .xlsm, or .pptm extensions with more scrutiny.

TAKE ACTION
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Separation of duties (SoD) is an IT "best practice" that fulfills two purposes, helping reduce

risk within an organization. First, it ensures there are oversight and review to catch errors,

and second, it helps prevent fraud or theft.

Establish A Separation of Duties on Computer Devices

WHY IT'S IMPORTANT

An easy test for SoD - is there any person who could alter, destroy, or steal your data without

being detected? Does any one person influence controls design, implementation, and

reporting of the effectiveness of controls?  If either answer is yes, then rethinking your

organizational chart is critical.

TAKE ACTION

SEASON'S HEEDINGS

One of the most common ways hackers break into computers is by guessing passwords.

Strong passphrases and passwords provide essential protection from common threats

including financial fraud and identity theft.

Create Strong Passphrases/Passwords

WHY IT'S IMPORTANT

Websites such as Use a Passphrase and LastPass's Password Generator Tool can help you

generate strong, secure passwords for every account.

TAKE ACTION

https://www.useapassphrase.com/
https://www.lastpass.com/password-generator
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It isn't easy to manage passwords across applications and on the devices we work on. Using

a password management tool is a great way to create unique and complex passwords

without remembering all of them. You only have to remember one. Password managers

auto-fill your credentials across all of your devices, creating a solution that is both efficient

and secure.

Use A Password Manager

WHY IT'S IMPORTANT

Download a reputable password manager tool such as LastPass, 1Password, Bitwarden,

Dashlane, Keeper, RoboForm, or Sticky Password. When choosing your master password,

we recommend using a complex password or phrase at least 16 characters in length and

enabling two-factor authentication to log into your vault of passwords.

TAKE ACTION

SEASON'S HEEDINGS

It is a good security practice to be cautious of unreputable applications. Cybercriminals use

applications to serve malware and collect sensitive information such as bank details.

Don’t Download Untrustworthy Mobile Applications

WHY IT'S IMPORTANT

When downloading new apps, always use official app stores like the Apple Store, Google

Play, and Amazon App Store. Another good practice while holiday shopping is to use a

credit card instead of a debit card. Using a credit card will allow you to dispute any

fraudulent charges easily.

TAKE ACTION
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Always think before you click, and remember, if it sounds too good to be true, it probably is.

Phishing attacks continue to look more and more legitimate. However, it is still good

practice to look out for misspellings or poor grammar and carry a healthy dose of skepticism

regarding urgent requests and unknown emails or links.

Be Careful What You Click!

WHY IT'S IMPORTANT

If you aren't sure if a link is legitimate, verify by hovering over them or using a URL checker

such as URLVOID.

TAKE ACTION

SEASON'S HEEDINGS

VPNs help keep a park of network traffic secure and come in handy, specifically when you

are accessing files on another network (i.e., work) or when you need to use the internet from

an unsecure location such as a coffee shop, hotel, or airport lounge.

Use a VPN

WHY IT'S IMPORTANT

Ask your organization if they utilize a corporate VPN or download one yourself. Avoid free

VPNs as they are typically unreliable and present security risks; if you find yourself needing

to access files while on public networks often, purchasing a VPN can be an excellent

investment. To name a few; NordVPN, VyprVPN, ExpressVPN, Hotspot Shield, Private

Internet Access, CyberGhost VPN, IPVanish, Windscribe.

TAKE ACTION

https://www.urlvoid.com/
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MFA has the power to alert you of attacks and even stop some password attacks. Yes, multi-

factor authentication is an additional security step, but the value it adds far exceeds the

minor inconvenience. For many individuals and organizations, enabling MFA has meant the

difference between an attempted cyber-attack and a successful cyber breach.

Enable Multi-Factor Authentication (MFA)

WHY IT'S IMPORTANT

MFA can be utilized in many different forms, including authentication codes, text message

codes, and physical device confirmation. Download a reputable authentication app such as

Google Authenticator or DUO.

TAKE ACTION

SEASON'S HEEDINGS

https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US&gl=US
https://duo.com/product/multi-factor-authentication-mfa
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At RedTeam Security we are committed to securing your organization. Whether you are ready

to begin a project today or are looking for guidance on where to start, our team of security

experts are here to help you navigate the complexities around information security. Schedule

a free consultation with our team today, or answer a few questions to help us get started on a

customized proposal for you immediately. We look forward to working with you.

RedTeam Security has been a premiere provider of offensive information security services

since 2008. In today’s marketplace, companies are overwhelmed by security threats from

hackers originating from all over the world. Studies show that the number of attacks against

companies are increasing and at the same time becoming more complex. As a result of these

attacks, the number of data breaches have cost companies’ tens of millions of dollars as well

as grave reputational damage.

 

The information security experts RedTeam Security have years of experience helping

organizations of all sizes identify and mitigate security vulnerabilities. Our team of highly

trained analysts hold the following industry certifications; Certified Networking Associate

(CCNA), Cisco Certified Networking Associate Security (CCNA Security), Cisco Certified

Networking Associate Cyber Ops (CCNA Cyber Ops), Comptia Security+, OSCP (Offensive

Security Certified Professional), GWAPT (GIAC Web Application Penetration Tester), GIAC

Security Essentials (GSEC), GIAC Certified Incident Handler (GCIH), GIAC Python Coder

(GPYC), GIAC Web Application Penetration Tester (GWAPT), and GIAC Certified Web

Application Defender (GWEB).

About RedTeam Security
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Jon Anderson | President, RedTeam Security
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https://www.redteamsecure.com/schedule-consultation/
https://www.redteamsecure.com/scoping
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LEARN MORE

Network Penetration Testing

Web App Penetration Testing

Physical Penetration Testing

Cryptocurrency Penetration Testing

Social Engineering

Red Teaming

Cyber Security Awareness Training

Compliance (PCI, NERC, HIPAA, FDIC)

Ready for us to prepare a proposal? Fill out our scoping

questionnaire and give us a bit of background information

on your project and we will send you a customized proposal.

READY FOR A PROPOSAL

Ready to improve your security posture with the help of RedTeam Security?

Taking the Next Step

Not sure where to start? Discuss your unique security needs

and get your questions answered during a one-on-one

consultation with one of our security professionals.

LOOKING FOR SOME GUIDANCE

Portfolio of Services
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https://www.redteamsecure.com/services/
https://www.redteamsecure.com/services/
https://www.redteamsecure.com/schedule-consultation/
https://www.redteamsecure.com/scoping/
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