
10 Steps to Lower Your
Cyber Insurance Premiums

Use these ten steps to raise cybersecurity awareness,
and reduce risk, which could ultimately lead to

lowered cyber insurance premiums.
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A strong password policy should require that passwords:

Are a minimum of 12 characters long
Do not contain names or words that are found in the dictionary
Contain characters from at least two different character classes, i.e., upper- and lower-
case letters, letters and symbols, letters and numbers, etc.
Are not re-used among multiple services or websites

Step 1 | Conduct Regular Penetration Testing

Penetration testing assesses the security of your networks, applications, and facilities,
uncovering potential vulnerabilities before a bad actor can take advantage of them.
Ideally, you should conduct penetration testing at least once per year. RedTeam
Security customizes every penetration testing engagement to fit your organization’s
scope, risk profile, and budget and works with you as an equal partner in
strengthening your security posture.
 
Step 2 | Implement a Strong Password Control Policy

You should have a precise and documented password control policy that all employees and
vendors comply with.

Additionally, consider requiring all employees to use two-factor authentication and/or a
secure password management tool.

Step 3 | Practice Encryption of Sensitive Data and Personally Identifiable Information (PII)

During encryption, unencrypted data—i.e., plain text information within documents and
records—is encrypted into a format that is indecipherable without the corresponding
encryption key. You should regularly practice encryption with all sensitive data, whether it is
being stored, used, or transferred. Keep your encryption key secure and carefully control who
has access to it.

Step 4 | Control the Number of Records you Access, Store, and Transfer

One of the determining factors in the cost of your cyber insurance policy is the number of
records you access, store, and transfer. To keep your premium cost down, limit the number of
records you deal with to what is necessary for doing business.
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Step 5 | Control the Number of Applications and Third-Party Tools Used By Employees

Another determining factor in your cyber insurance premiums is the number of different tools
and applications used by your employees on company devices and networks. Limiting the
number of applications to what is necessary to conduct business will help lower your risk
profile and premiums.

Step 6 | Maintain a Written Cybersecurity Policy

Insurers want to see that you are taking an active approach to manage your cyber risk. To
help demonstrate this, maintain a written and regularly updated cybersecurity policy.

Step 7 | Conduct Cybersecurity Training for All Employees and Contractors

If an employee unwittingly causes a data breach, you could be denied coverage if it is found
that you neglected to provide adequate cybersecurity training. To prevent this from
happening, conduct regular cybersecurity training at least once per year, and any time you
make a new hire.

Step 8 | Regularly Back Up Your Systems and Data

You should already be doing this as a normal part of doing business. However, it bears
repeating. Back up your systems and all sensitive data to a secure backup location regularly.
Also, don’t forget to test your backups to ensure recovery is possible regularly.

Step 9 | Maintain Active Endpoint Security on all Company Devices

All company devices should have up-to-date antivirus protection and use mobile firewalls.

Step 10 | Work with Your Existing Carrier

Just like bundling your home and auto coverage can save you money, working with the
carrier already covering your property or general business liability may net you a discount on
your cyber insurance premiums.
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Working with RedTeam Security

RedTeam Security is your dedicated offensive security partner. We help ensure your
organization is ready to combat security threats from all angles. Our offensive security experts
give you not only peace of mind but also the compliance to keep your organization running.
Securing your business is what we do, and we look forward to working with you.

 
Manual Intensive Approach to Testing
At RedTeam Security, we believe that an effective and comprehensive penetration test can
only be realized through rigorous manual testing techniques which is why our approach to
testing consists of about 80% manual and 20% automated testing. 

Dedicated Client Portal
Interact in real-time with your RedTeam Security experts on our user-friendly portal. See
firsthand how our team can close in on your company data.

Comprehensive Attacker Tool Suite
To perform a comprehensive real-world assessment, RedTeam Security utilizes commercial
tools, internally developed tools, and the same tools that hackers use on every assessment.
Once again, we intend to assess systems by simulating a real-world attack, and we leverage
the many tools at our disposal to effectively carry out that task. 

Reporting and Remediation Recommendations
At the end of an engagement, our pen testers will deliver an in-depth analysis of the test
findings in the form of a comprehensive report. Our reports show everything RedTeam
Security found, how we found it and recommended remediation efforts to address any
underlying risks.

Retesting
Our objective is to help empower our clients to remediate vulnerabilities, not just find them.
As a result, remediation re-testing is provided at no additional cost for up to six findings
within six months of project completion.
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Contact Us

Securing your business is what we do, and we
look forward to working with you.

 
RedTeam Security

5200 Willson Rd. Suite 150
Edina, MN, 55424

info@redteamsecure.com
(952) 836-2770
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